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DSC Troubleshooting Steps on Windows (IE & Mozilla):

Step 1: Install DSC token driver and latest Java 32 bit version (Previous versions should be
uninstalled).

Step 2: Open java.com/verify to verify Java.
Step 3: Plug DSC into system to work with.

Step 4: Verify the Certificate are being listed in DSC driver.
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If any issue/error occurred while working with DSC perform following steps:
Step 1: Unplug the DSC from System.

Step 2: Open Certmgr.msc through Run command, as shown in Fig.DSC.1:

. =

=== Typethe name of a program, folder, document, or Internet
_ resource, and Windows will open it for you.

Open: certmgr.mscl -

@ This task will be created with administrative privileges.

| ok || cance || Browse.

e

Fig.DSC.1

Step 3: Click on personal (on the left side-menu), as shown in Fig.DSC.2:

R
ﬁ certmgr - [Certificates - Current User] v--_

. —

File Action View Help

& | Bl oz HE

|G Certificates - Current User | Logical Store Name
_ -
Personal || Persenal

r __I Trusted. Root Certification Au || Trusted Reot Certification Authorities
[» || Enterprise Trust - .
|| Enterprise Trust

&[] Intermediate Certification Au T diate Certification Authorit II
» [ Active Directory User Object J n e.rmella e Certifica |0|j1 utharities
|| Active Directory User Object

> [ ] Trusted Publishers - )
[ [ ] Untrusted Certificates %Trusted Publlsh?rs
& [ Third-Party Root Certificatior|  Untrusted Certificates

&[] Trusted People jThird—Party Root Certification Authorities

i || Other People ;:ITrusted People

& [ RIMEBLink || Other Peaple i
&> | RIMP2PSTORE [/ RIMBBLink

= || Smart Card Trusted Roots || RIMP2PSTORE !

"\ Smart Card Trusted Roots

|

Fig.DSC.2
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Step 3: Delete all certificates present there, shown in Fig.DSC.3:

ﬁ certmagr - [Certificates - Current User\Personal]

T e [

File

|

Action  View Help

Blla=HR

[

VWY VY Y Y Y Y Y YV

“

Eﬁl Certificates - Current User

| Personal

| Trusted Root Certification Au
[ | Enterprise Trust

] Intermediate Certification Au
[ ] Active Directory User Object
7] Trusted Publishers

] Untrusted Certificates

[ 1 Third-Party Root Certificatior
[ ] Trusted People

[ ] Other People

| RIMBBLink

| RIMP2PSTCORE

71 Smart Card Trusted Roots

1 3

Object Type

There are no itemns to show in this view,

Delete/Remove Certificates that
are enlisted here.

<

1

Personal store contains no certificates.

Fig.DSC.3

Step 4: Open Java Options from Control Panel, as shown in Fig.DSC.4:

i puv@ v Control Panel » All Control Panel items »

v | +4 ‘ | Search Control Panel
— o —

Adjust your computer's settings

. Date and Time

Device Manager

Ease of Access Center

Fonts

Indexing Options

Keyboard

Mouse

NVIDIA Control Panel

Personalization

Default Programs

Devices and Printers

Flash Player (32-bit)

Getting Started

Internet Options

Location and Other
Sensors

Network and Sharing
Center

Parental Controls

Phone and Modem

Viewby: Largeicons ¥
Desktop Gadgets

Display

Folder Options

HomeGroup

Java

Mail (32-bit)

Notification Area Icons

Performance Information
and Tools

Power Options

Fig.DSC.4
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Step 5: Under General Tab >> in Temporary Internet Files click on Setting, as shown in
Fig.DSC.5:

| £/ Java Control Panel

General | Update I Java I Security | Advanced

About
View version information about Java Control Panel,
MNetwork Settings

Metwork settings are used when making Internet connections. By default, Java wil
use the network settings in your web browser. Only advanced users should modify

these settings.
Metwork Settings. ..

Files you use in Java applications are stored in a spedial folder for quick execution
later. Only advanced users should delete files or modify these settings.

[ Settings... ]l View...

Temporary Internet Files

2oy
Fig.DSC.5

Step 6: Delete all the temporary files (Including Installed Applications & Applets), shown in
Fig.DSC.6 & Fig.DSC.7:

Temporary Files Settings - M

Location
Select the location where temporary files are kept:
Ci\Wsers\NIC\AppData'LocalLow\SunJava\Deployment\cache Change...

Disk Space
Select the compression level for JAR files: Nane - |
Set the amount of disk space for storing temporary files:

U 32768+ MB

I[ Delete Files. .. ] [ Restore Defaults ]

Fig.DSC.6

NIC-EOF-DSC-PD-001



@ffice

A DIGITAL 'WORK PLACE SCLUTION

Step 7: After deletion of Temporary Files; Under the Security Tab>>Check “Enable Java content in

=
Delete Files and Applications g

i
i ! E Delete the following files?

| Cached Applications and Applets
i [ Installed Applications and Applets

|[ OK ]l [ Cancel ]

Fig.DSC.7

brme

the browser” and Set the security level as High, as shown in Fig.DSC.8:

| £ Java Control Panel

_
= e - e ——

General I Update I Java |5 curi | Aduancedl

Enable Java content in the browser I

Security level for applications not on the Exception Site list
() Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revaoked.

gi'a applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

Click Edit Site List...
to add items to this list. ’ Edit Site List... ]

Restore Security Prompts ] l Manage Certificates. .. ]

[ 0K ] [ Cancel Apply

Fig.DSC.8
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Step 8: Click on Restore Security Prompts on Security Tab page, as shown in Fig.DSC.9:
|| Java C‘ontml Panei pa— — Ca— L_l_lg

| General I Update I Java | Security || Advancedl

Enable Java content in the browser

Security level for applications not on the Exception Site list

™1 Wery High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be wverified as not revoked.

) High

Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security

prompts.
IClick Edit Site List...
[to add items to this list. [ Edit Site List... ]
Restore Security Prompts ] Manage Certificates... ]
[ oK ] [ Cancel Apply

Fig.DSC.9

Step 9: Add Site list to Exception Site list, click on Edit Site list >> click on Add button, as shown in
Fig.DSC.10:

General I Update I Javal Security | Advanced

Eriahic lava conkenk i the browser Applications launched from the sites listed below will be allowed to run after the appropriate security
- prompts.

Click Add to add an item to this list.
Security level for applications not on the Exception Site list
() Very High
Only Java applications identified by a certificate from a trusted authority are allowed to rul
and only if the certificate can be verified as not revoked.
i@ High

Java applications identified by a certificate from a trusted authority are allowed to run, ew
the revocation status of the certificate cannot be wverified.

Add Remove

!lg FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate g

prompts.
[Click Edit Site List...
[to add items to this list. Edit Site List..
Restore Security Prompts ] [ Manage Certificates..
QK ] [ Cancel

F|g.DSC.10
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Step 10: In location add (https://sparrow.eoffice.gov.in, https//:sparrow-ips.eoffice.gov.in or
application URL), click Add button, shown in Fig.DSC.11:

(This is only if Error is, “Application is Blocked by Security Settings”)

|| Exception Site List e
Applications launched from the sites listed below will be allowed to run after the appropriate security
prompis.

Location

https: /fsparrow. eoffice.gov.inf

"Th http: //sparrow. eoffice.gov.in: 443
htEps: [ www, example, com/dir] or https: [ www, example, com)app. htrl

[ Add ] [ Remove

Fig.DSC.11

Step 11: Restart the Browser and digitally sign with DSC token.
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DSC Registration with eFile

Step 1: Insert your DSC.

Step 2: Click on DSC registration.

Step 3: Then Click on Signing Certificate (Fig.DSC.12).

Step 4: Select Certificate and Register by providing DSC PIN.

6 or-] https:// eofficedemo.nic.in/eFile/ Tu=wT7p¥73cb8Fj1ji™85X3Nf30PhIGSzvcetVIVhawX3UFHTVUZRy [ Q, Search ﬁ E g " #® (=]

?,?;ﬁ!.g‘,g Notifications @ & USER1 ASST-IT ~

~

[ I '+ Signing Certificate I ]
Receipts
Certificate Information
Files
Sl.No. Certificate Type Validity Enroll Date User Name DeActivation Date
Migrate File
o Srcuil No record found.
DSC =
L
Settings
Notification
Ext Department

Fig.DSC.12
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DSC Deactivation/Inactivation of previous DSC in eOffice

Step 1: Under DSC registration menu, click on deactivate DSC again the expired/ previous certificate,
as shown in Fig.DSC.13:

[ o o coice s

( (-_" P @ nitps/eofficedemo.nic.in/eFile/Tx= n-NbroKkleRjSnDjEOVFkz2KHI4HIgnKy BCD ALK TINOI ¢ || Q search a9 ¥ A e =
e@ffice — i z
ications & DS1 DS(DS1)-Ofo DS -
A WKLY BTN —_
eFile etectronic Advanced_|_Falp
N SonnaiCartcats
= 1 =
| Receipts (3]
Certificate Information
Files =
= - o Enroll User DeActivation
= Sl.No. Certificate T Valid
[ Migrate File i HE= 9 pate  Name Date
= s = VALLATH SOMASUNDARAN's {n)Code Solutions CA 2014 ID/cn={n)code sclutions ca
| Dispatc L 2014,2.5.4.51=#13133330312c2047 40464 746776572, streat=bodakdavl, o 17/12/17 29/12/15 o 29/12/15 )
s = = g road\, ahmedabad, st=gujarat,2.5.4.17=#1306333830303534, cu=certifying 9NN gsise AM 10131 AM 10:31 AM
authority,o=gujarat narmada valley fertilizers and chemicals limited,c=in/13963488%8
» DSC Registration . 11/03/16 07/01/16 .
2 TEST IIIA 2014 SIGN - 71808620 Signing oo am 11:53 am 050 Activate
Settings = VALLATH SOMASUNDARAN'S (n)Code Solutions CA 2014 IDfen=(n)code solutions ca
1 2014,2.5.4.51=#13133330312c204742464320496e656f746f77657 2, streat=bodakdav', Signin 17/12/17 28/01/16 ns1 08/02/16 Activate
= = i
Motification (53] s g road\, ahmedabad,st=gujarat, 2.5.4.17=#1306333820303534, cu=cartifying aning 05158 AM 03:23 PM 04122 PM ——
5 ) authaority,o=gujarat narmada valley fertilizers and chemicals limited,c=in/13563488598
o e =0 . 04/02/18 26/02/18 26/02/16 !
4 ANANT KUMAR SINGH - 300524205 Signing 1107 am 1iar A 51 11508 Am Activate
. : _ P 11/03/16 01/03/16 08/03/16 -
5 TEST 1A 2014 SIGN's (n)Code Solutions CA 2014 ID - 52502771 Signing 12100 AM 03128 DM D51 03132 DM Activate
. 28/07/17 1 '04/18 11/04/16 -
-] SAMEER SHARMA - -173741762 Signing %148 AM 12121 DM os1 1554 DM Activate
VALLATH SOMASUNDARAN's (n)Code Sclutions CA 2014 ID/on=(n)code sclutions ca
7 2014,2.5.4.51=#13133330312c20474e464320496e666f746f776572,street=badakdev\, Signin 17/12/17 02/05/16 Ds1 - i
= g road\, shmedabad,st=gujarat, 2.5.4.17=#130583338303035334, ou=certifying 9NN 0558 AM 02:37 PM Geactivats
3uthority.o=gujarat narmada val v

Fig.DSC.13
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Certificate Validity /Expiration Check

Step 1: Open the certificate details by clicking on certificate from DSC/token driver, and view the
Certificate Information (Fig.DSC.14).

Step 2: In case of expired DSC, Please contact local NIC to procure new Digital Signature.

Certificate Information

Issued To:

Postal Code 380054

State or Province (5) Gujarat

Country MName () N

Telephone Mumber 69233333 1742c0a3b368391944dc 39680 10ccccedde 182 5Sbed f2dd 44946 23

< >

Issuer Information:

Common Mame {CM) (n)Code Solutions CA 2014

Organisational Unit (OU) Certifying Autharity

Organisation (0) Gujarat Marmada Valley Fertilizers and Chemicals Limited
Street Address Bodakdev, 5 G Road, Ahmedabad

£

Certificate Information:
Serial Mumber

Valid from

Valid to

U | This certificate is intended to:
Create digital signatures
Verify digital signatures for non-repudiation

Fingerprints:
SHA1 Fingerprint FD:36:60:86:88:A1:94:4C: 5F: 3C:4F:BB:B1:CF:CA:CT: 5%:09: C2:EB
MD5 Fingerprint  B4:38:9F:D7:E2:B1:09:66:D5:BC:B4: 50:05:94:31:E3

| Save to file... | | Close

Fig.DSC.14
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DSC Registration in Sparrow
Step 1: Under DSC Click on Enroll Link.
Step 2: Select the signing certificate by clicking DSC registration.

Step 3: Register DSC by providing DSC PIN, shown in Fig.DSC.15:

e@ﬁlce Smart Performance Appraisal Report Recording Online Win

ADIGITAL WORK PLACE SOLUTION

SPARROW Home » DSC » Registration

Shuw Results

b Sent

Certificate Serial no. Certificate Alias Name Certificate Issued |

» Delegation

¢+ User Assistance Mo data available in table

Showing 0to 0 of 0 entries

DSC Reqistration

v WorkFlow

4
Z
(%]

Enroll

Status

Fig.DSC.15
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DSC Deactivation/Inactivation of previous DSC in Sparrow
Step 1: Under Enroll link in DSC
Step 2: Check/Select the check box against expired/old DSC.

Step 3: Click on Deactivate DSC button to de-register the DSC, as shown in Fig.DSC.16:

SPARROW Home » DSC » Registration

Show 10 ~ Resuilts &)

S.No. Certificate Serial no. 4 Certificate Alias Name % Certificate Issued To $ Certificate Issued By $ Status % -]

«»

CN=(n)Code Solutions CA2014,

0ID.2.5.451="301, GNFC

Infotower”, STREET="Bodakdev, S G

Road, Ahmedabad”, ST=Gujarat, ”
0ID.2.5.4.17=380054, At
OU=Certifying Authority, O=Gujarat

Narmada Valley Fertilizers and

Chemicals Limited, C=IN

» Role Mapping

CN=TEST llIB ONLY SIGN, ST=Gujarat, OID.2.5.4.17=380054, OU="ADMIN,CID - 4169090",
> .
1 1396617545 :r‘IEQSE::gISBEng:lDLV SN 0ID.2.5.4.20=3e03b71d087b75e86a0618f2d2cb8 1adabe403d160a9647e1d7d8f075cebafde,
~ DSC 0O=Gujarat Narmada Valley Fertilizers and Chemicals Ltd., C=IN

il

Enroll

Status Showing 1to 1 of 1 entries Previous 1 Next

» NIC EMail Status DSC Registration Deactivate DSC

» Support@HelpDesk
» Roles Detail

» Migration

» Reports

Fig.DSC.16
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